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MODERNIZE YOUR DATA PROTECTION
NAWFAL SAOUD
Regional Sales Manager NWCA ( North, West & Central Africa)
EMC Data Protection Solutions Division
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DATA PROTECTION AND AVAILABILITY

« EMC Leadership (Since 2003) 2@715

$16.5B cumulative R&D investment
$17B in acquisitions - >70
« Data Protection Leadership
— #1 In Deduplication
— #1 In Purpose Built Backup Appliances
— #1 In Combined Data Protection Software & Storage 2
— #1 In Replication

EMC'

ECOVERPOIT

2003 20 s=MOozZy

AVAMAR
LEGATO T

© Copyright 2014 EMC Corporation. All rights reserved. 2


http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=0cllwQvpUorsaM&tbnid=-auNQo39nv1m6M:&ved=0CAUQjRw&url=http://www.unylogix.com/data_storage/backup/legato.html&ei=qIHLUa-FOoWG9gTO6YCoDg&bvm=bv.48340889,d.eWU&psig=AFQjCNGtlF6tjKnnDNjVpop5M6n1whzFnA&ust=1372377894878163
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=cSnwbpWBaHd9sM&tbnid=9sZTIi56hl0MwM:&ved=0CAUQjRw&url=http://storageeffect.media.seagate.com/2008/07/storage-effect/data-deduplication-sales-accelerating/&ei=yIHLUZjuDJGo9gS0_YC4AQ&bvm=bv.48340889,d.eWU&psig=AFQjCNECnfIo7OmCCst0gIdt0Zxp2my_1w&ust=1372377924551826
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=mkVBcGlX6tdZtM&tbnid=cWqTTfhXeu1hnM:&ved=0CAUQjRw&url=http://www.nasi.com/data-domain_dd565.php&ei=XHvLUeqVCMqU0QGHvIG4Bw&bvm=bv.48340889,d.dmQ&psig=AFQjCNEmnULMFwV5Lz4YpwNI5QMpa9yUqQ&ust=1372376227409076
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=svVDGFbuJlWAVM&tbnid=0DEODIC94vG9cM:&ved=0CAUQjRw&url=https://www.printmojo.com/MozyOnlineBackup/Store/&ei=onvLUYrJMouC0QH3m4C4Ag&bvm=bv.48340889,d.dmQ&psig=AFQjCNHbOEEaty9pKuQvBnGnM2Dcy8kMkA&ust=1372376351059295

PROTECTING ALL CONSUMPTION MODELS

On Premise Virtual i Born In The Cloud

=I Microsoft Retention (LTR) Gﬂ S[L apps = .,
| LR 9 BaaS & DRaaS
WDR’ACLE' i xJ | jon:e 0 Offce365

=(; Archive

Data Protection Services Data Management Services

00020600
Data Protection -

Availability Platform Policy-bas Catalog
Integration Automation

On-Premise Storage

A rd
: 5 @

Cloud Storage

EMCZ 3rd Party
Clouds

_Partner
Clouds
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D
ATA PROTECTION SOLUTIONS

PROTECTPOINT

STORAGE IN TEGRATED
DATA PF-’OTECT‘ON







Systemes Data Domain

Stockage de protection pour les données de sauvegarde et d'archivage

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Sources - ggrs]ﬁség: u?g Machines virtuelles '— Applications d’entreprise
: de ... Serveurs de ~  Serveurs et . . :
données ~ messagerie - partages de fichiers & Gestion de contenu

Base de données  yMware Gestion de contenu

Mainframe NAS El—cr:laeilr Hiérarchisation du

IB_M i Bureaux Big Data stockage

Big Data distants/succursales g Base de données
e,

: Reprise apreés sinistre, :

EREincat’ion,: : rétention a long terme :

Sur site ou dans le Cloud

DALEMC
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BROAD ECOSYSTEM

USE WITH ANY APPLICATION AND LEVERAGE THE CLOUD OF
YOUR CHOICE

EMC’ .
2
VERITAS EMC
. Elastic Cloud Storage
vEEAM
il
o virtustream.
Enterprise o ' I‘.
commvault > "“amazon ml icrosoft
SADg “% webservices™ Ml Azure
B Microsoft Long-term Retention
ORACLE’

DALEMC
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Data Domain Systems

Small Enterprise/ROBO - Midsize Enterprise Large Enterprise
boia boma,  SPeed (DD Boost): 4.2 TB/hr (16TB), 16.92 TB/hr (96 TB)

Virtual Edition  Isable capacity: .5 TB - 96 TB, Logical capacity: Up to 4.8 PB

Midsize Enterprise
Small Enterprise
/ROBO
- IE

DD2200 DD6300 DD6800 DD9300 DD9800
Speed (DD Boost) 4.7 TB/hr 24 TB/hr 32 TB/hr 41 TB/hr 68 TB/hr
Speed (other) 3.8 TB/hr 8.5 TB/hr 14 TB/hr 20 TB/hr 31 TB/hr
. . 2.8-14.4 PB? 7.2—36 PB! 10-50 PB?
Logical capacity 40-860 TB 1.8-8.9PB 8.4-43 2 PR? 21 6-108 PB? 30-150 PB2
. Up to 288 TB? Up to 720 TB?* Upto 1 PB!
Usable capacity Upto17.2TB Upto 178 TB Up to 864 TB? Up to 2.16 PB? Up to 3 PB?

DALEMC
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Database Protection

Offsite
Data Domain
Appliance

Local

pettesill DD Replication
ppliance

Application
Host

Enterprise Applications - Advanced integration with leading
) backup, enterprise and big data
Osﬁﬁte applications
)= - Speeds backups by up to 50%
&,

» Client-side deduplication reduces
resource utilization by up to 99%

| DZLLEMC
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Mission Critical Database Protection

Local
Data Domain
Appliance

g Local
VMAX
or XtremlO

SAN ProtectPoint

Connectivity

Application
Host

Integrates primary and protection

Enterprise Applications storage to:

ORACLE v Enable 20x faster backup and
PATABASE 10x faster recovery

m v' Eliminate impact on application
File system o v Reduce cost and complexity

21 Exchange Server

© Copyright 2014 EMC Corporation. All rights reserved. 10



Introducing
VCE Data Protection APPLIANCE

Best of breed in a

SINGLE BOX




Cyber Crime gets Sophisticated

Are you staying ahead of the evolution?

Traditional Threats Emerging Threats

Cyber Denial of Service Cyber Cyber
Theft Attacks Extortion Destruction

@JZZ; 800
6?4/7)/ - &0043(.nfbnn(1

Isolated Recovery Solutions Protect Against these
Classes of Attacks

DALEMC
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Ransomware: Locker or Crypto

ATTENTION !

[
Locaton United States
1PS:

Your PC is blocked due to at least one of the reasons specified below
You have been violating Cooyright and Related Rights Law (Video, Music, Software) and ilegally
using or distributing copyrightes contens, this infringing Aricle 1, Section 8, Clause.

known 25 the Copyright of the Crimnal Code of United States of Amen

Article 1, Section 8, Clause 8 of the Criminal Code provides for 3 fine of two to five hundred
imal wages or a ceprivation of kberty for two to eight year

o cutrbuting tont (O Pomo/ZooSiia and
220 T o il 207 o the CrmialCoce of e Sate o Amerca, Al 202
the Crieminal Code provides for 3 dearivaton of iberty for four to twebve years.

Baga ccaes has boen inatd rom you PC it your kncmddgn o coner,your P may
, thus you are violating the law On Neglectful Use of Personal Comouter;
nm 30 F e ot ot okies for Ao of v 10 40000 sndier s aprvto f
iberty for four to nine years,
Pursuant to the amandment to the Criminal Code of Urited States of America of May 28, 2011,
this Law infringement (i i is not repated - first time) may be consicered as condibonalin case
You pay the fine to the State

Fines may only be pad within 72 hours after the infringement. As 000 31 72 hours elapse, the

possibiity to pay the fine expires, and 3 criminal case & infiated agaist you automatically
WRhIn the next 72 hours!

To unblock the computer, you must pay the fine through MoneyPak
of 1008,

How do 1 unlock computer using the MoneyPak ?

1. Find 3 retail location near you.

2. Look for a MoneyPak in the prepaid section. Take & to the cashier and 103¢ It wth cash, A
service fee of up to $4.95 wil apoly.

3. o pay fine, you should enter the digits MoneyPak resulting code in the paymen form and
press Pay MoseyPak.

When you 5ay the fine, your PC will Gt unlocked n 1t 48 hours after the money i Dut into
the State's account.

10 case an error occurs, you'll ave to send the code by email fise@#i.gov ( 00 nat forget to
soucy 1P address )

Vides Recorsng

oN @&

Code: Sum;

—

Reveton [2012]

© Copyright 2014 EMC Corporation. All rights reserved.

Y CryptoLocker

our personal files are encrypte

Your important fles encryption produced an this computer: photos, videos,
documents, etc, Here is a complete list of encrypted fles, and you can personaly verify
this.

Encryption was produced using 3 unique publi key RSA-2048 generated for this
computer. To decrypt fles you need to obtai the private key.

The single copy of the private key, which will alow you to decrypt the fies, lncated
on a secret server on the Intemet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore fles...

To obtain the privste key for this computer, which will automaticaly cecrypt fls, you
need to pay 100 USD / 100 EUR | similar amount in another cunerty.

Cick «hlext to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate

Private key will be destroyed on destruction of the private key by server.

11:17 AM

Time left

71:51:19

Crilock / CryptoLocker (2013)

AR T

All your important files are encrypted.

At the moment, the cost of private key for decrypting your files is 1.5 BTC 415 USD

Your Bitcoin address for payment: 1LvjW9wyajpsC3j9RHZDip6cDCZTjiMGS

You can also make a payment with PaySafeCard or Ukash

In case of payment with PaySafeCard or Ukash your total payment is £ 400

Payment verification may take up to 12 hours.

Support

Message Center

Try to decrypt your file here

You can test the decryption service once for FREE

TeslaCrypt (2015)

DALEMC




WHAT IS ISOLATED RECOVERY?

WHAT DOES IT PROTECT AGAINST?

Characteristics:
« Provides a Fail-Safe Copy of Data that is:
— Isolated

— Off-Net — No Connections
— Cannot be directly accessed

» Multiple Roll-Back Points Maintained

How:
« Periodic Copies of Critical Data
* Systems are Isolated ISOLATED RECOVERY SOLUTIONS
« Data is Periodically Validated YOUR LAST LINE OF DEFENSE AGAINST CYBER-ATTACKS

What does it protect against?
« Cyber Destruction
° Data Hostage _ Ransomware http://www.emc.com/microsites/isolated-recovery-solution/index.htm
* Records Manipulation

DALEMC
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BECAUSE YOU NEED TO THINK LIKE A HACKER!!!



http://www.emc.com/microsites/isolated-recovery-solution/index.htm

ISOLATED RECOVERY SOLUTION - OVERVIEW
NEW WORLD -- ISOLATED RECOVERY SOLUTIONS

Planning and Design:
» Business Critical Applications

Dedicated « Recovery Requirements
Prod uction Connection R]’:Zg:)ateed * Local or Remote Copy
i i very Isolation - Replication:
Appllcatlons Air Gap Ta rget a * Network Isolation/Air Gap

» Dedicated Network Link
« Enable-replicate-disable link
* Automated and Scripted

Corporate v' Inaccessible from the network
Network v’ Separate security zone Validation of Data:
v' Platform and OS agnostic « Trusted Copies and Versioning
v : » Validate Copy After Replication
Storage or Data Domain + Customer Tools Used to
targets based on Recovery Validate
Objectives
v" Solution architecture Restore and Recovery:
determined by business + Standard Restore Processes

requirements » Scripted and Automated

DALEMC

© Copyright 2014 EMC Corporation. All rights reserved. 16




Isolated Recovery Vault Manager

Production Hosts Isolated Recovery Vault & Management System

[[II_ 4 Mgmt Hosts Validation Hosts Recovery Hosts

i =

VDI Terminals

Air Gap Controller

noe 50 '.':'kﬁg <+— Data Copies
oo MeH, - B k H ¢
W 'Wm“& <l R
N AirjGap s
<+— Gold Copy of
Primary Storage Backup S Escrow Data )
Appliance

IR Vault Management System Manages the Activities within the Isolated Recovery Vault

VDI Terminals provide Terminal Windows during recovery processes

Management Hosts Manage the functions in the IR Vault

Air Gap Controller controls the Firewall and opening and closing of the Air Gap

NSX hosts the firewall and manages segmentation policies for the phases of operation in the IR Vault

. Validation Hosts verifi and validate data coiied into the IR Vault

© Copyright 2014 EMC Corporation. All rights reserved. 17
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ISOLATED RECOVERY SOLUTION

ADVISORY & IMPLEMENTATION SERVICES - OVERVIEW

Educate & Assess Design & Build
F03
I g & l':_' UL e ..I " W
— Wi Wi e . \.{
Assess Plan Implement Validate
» Business Application » IRS Architecture & * Program Managed » Compliance Ready
Protection High-Level Design Implementation Test Reports
Requirements « Technology « Technology - Facilitated IRS Table
« Compliance Policies Recommendations Deployment & Top Exercises
Requirements « Implementation Hardening « IRS Process Training
* Application Readiness Plan & Timeline * IRS Processes & . Proctored IRS Test
& Requirements . IRS Validation Test Procedures
» Application Design « IRS Run Books
Dependencies . .
Workshop|Format Various Delivery Models

Advisory Service Implementation Service

P EEEE .l V I

© Copyright 2014 EMC Corporation. All rights reserved. 18



Purpose Built Backup Appliances

Q2 2016 Open Systems + Mainframe Revenue

MARKET LEADER

=EMC PROTECTION
m Veritas STORAGE

= IBM

= HPE

Q2 2016 Total Market

= Dell $871.1M

Source: IDC Worldwide Quarterly Purpose Built Backup Appliance Tracker — Q2 2016

DALEMC
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Purpose Built Backup Appliances
Q1 2010 - Q2 2016 Quarterly Revenue (Open Systems + Mainframe)

80,00%
—EMC
70,00%
Symantec/Ve
60,00% ritas
IBM
50,00%
HPE
40,00%
= Dell
30,00%
—HDS/Sepato
20,00% n
10,00% — Quantum
0,00% m —Barracuda
RO S TN SN SR 2N SR TN TN N N RN BN < —ExaGrid

DALEMC
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Purpose Built Backup Appliances

EMC

Gartner

o Source:
Gartner Magic Quadrant for
Deduplication Backup Target

Quantum

Q Appliance
Dell
. ExaGrid
Fujitsu
NEC
IBM .
(] NetApp
@
@
w Hitachi Data Systems
=
s
i
e
B
=
g Source: Gartner MQ for Deduplication Backup Target Appliance - September 2015
COMPLETENESS OF VISION ~—>» As of September 2015

DALEMC

© Copyright 2014 EMC Corporation. All rights reserved.


http://www.gartner.com/RecognizedUser

GARTNER MAGIC QUADRANT

FOR ENTERPRISE BACKUP SOFTWARE AND INTEGRATED
A P P LI A N C E S Figure 1. Magic Quadrant for Enterprise Backup Software and Integrated Appliances :

.EMC . mmmmmmm It
Source: @
Gartner Magic Quadrant for o @ e
Enterprise Backup Software and
Integrated Appliances
Barracuda Networks @) um::::::: | V“’";"::f:
Dellz‘ASigra
T .Elet
.Acr(mis

E .FalconStor

% @ Catalogic Software

h COMPLETENESS OF VISION ~ ——>» As of June 2014

Source: Gartner (June 2014)

DALEMC
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Forrester Wave

ENTERPRIS BACKUP AND RECOVERY SOFTWARE

FORRESTER

Source:
The Forrester Wave™: Enterprise

Backup
And Recovery Software, Q3 2015

Rachel Dines

Strong

Current
offering

Weak

Risky Strong
Bets Contenders Performers Leaders
(=) ASG
Market presence
—
o)
Weak Strategy # Strong

D<A

LEMC
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Traditional Chinese Korean
Cnacu6o o Merci
Russian ﬂllek“le

Gracias o Obrigado

Spanish
T h Brazilian Portuguese
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English
k Arabic
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Get Social with us

© Copyright 2014 EMC Corporation. All rights reserved.
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FOLLOW

&

SUBSCRIBE

@DellEMCProtect
@DellEMCStorage
@DellEMCXtremIO

Facebook.com/DellEMC
StorageandDataProtection

thecoreblog.emc.com

DALEMC

26



DALEMC



